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Abstract— Paintings are valuable art assets in museums and are highly vulnerable to physical damage caused by direct human contact.
Conventional surveillance systems such as CCTV rely heavily on manual monitoring and often fail to provide rapid responses to
violations. This study proposes an image processing based museum security monitoring system using the YOLOvS method to
automatically detect hand movements approaching or entering the painting area. The system is implemented as a prototype using a
Raspberry Pi 4, a webcam as visual input, and integrated outputs in the form of a web based monitoring interface, Telegram
notifications, and audio warnings. System performance is evaluated by testing various camera distances and viewing angles to determine
optimal placement. Experimental results show that the best detection performance is achieved at a distance of 1 meter with a camera
angle of 45 degrees, producing an average detection accuracy of 67.2 to 68.8 percent. The average object detection processing time is
0.11 milliseconds, indicating that the system is capable of real time operation despite hardware limitations. The proposed system
demonstrates the feasibility of automated museum security monitoring using lightweight object detection models on embedded

platforms.
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I. INTRODUCTION

Paintings hold the highest status in global auction
classifications and are considered highly valuable commodities
that occupy a special position for collectors. This significance
arises because paintings are handmade creations that reflect
unique artistic skills, emotion, and individuality, making them
limited and enduring works of art whose value consistently
increases over time [1]-[3]. Due to their high artistic and
economic value, museums require reliable security systems to
protect paintings from physical damage. Although security
guards are commonly assigned to monitor museum galleries,
the number of artworks usually exceeds the number of guards
available, making it difficult to ensure continuous supervision
of every painting [4]-[6].Therefore,comprehensive monitoring
is needed to minimize potential threats and prevent damage.

To support this need, museums often install surveillance
systems such as CCTV cameras. These cameras help observe
visitor movements and detect inappropriate behavior around
artworks [7-10]. Guards stationed in monitoring rooms can
relay information to field personnel when violations occur. One
form of harmful behavior frequently encountered is visitors
touching paintings directly. Human fingertips contain oils,
sweat, and acids that can transfer onto surfaces and potentially
degrade the paint layer or protective coating over time [11]-
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[15]. Because of this risk, direct contact with paintings is
strictly prohibited in most galleries.

However, relying solely on human monitoring is often
inefficient. Communication delays between monitoring staff
and field guards can slow response time, reducing the
effectiveness of protective measures. This limitation highlights
the need for automated supervision systems. Image-
processing-based security solutions can analyze video captures
in real time to detect violations more accurately and respond
faster than manual surveillance alone. One promising approach
involves detecting human hands near or inside the bounding
box of a painting. Such detection enables instant identification
of prohibited actions so that a warning or alert can be generated
immediately.

The YOLOVS method is highly suitable for this purpose
because of its fast object-detection capability, high accuracy,
and compatibility with devices that have limited computing
resources, such as the Raspberry Pi .These advantages make
YOLOvVS an effective model for real-time monitoring
applications, particularly in environments requiring continuous
observation like museums.

Based on these considerations, a system titled “Design for
Museum Security Monitoring for Works of Art, Paintings
Based on Image Processing Using the YOLOv5 Method” was
developed. The system integrates several technologies to
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enhance museum safety. A Raspberry Pi 4 functions as the
primary controller, connecting the webcam, YOLOv5
detection process, website interface, and Telegram notification
service. The webcam captures real-time visual data, which
YOLOVS processes to detect hands approaching the painting.
The website serves as a monitoring dashboard for museum staff,
displaying violation alerts and relevant information regarding
system status. Meanwhile, Telegram notifications ensure that
security personnel receive immediate

II. METHOD

A. System Block Diagram

The system block diagram will describe the input, process
and output parts. The following is a block diagram of the
system from the Design and Construction of Museum Security
Monitoring for Works of Art, Paintings Based on Image
Processing Using the YOLOvVS Method. Figure 1.

OUTPUT
[ ™| Website
INFUT PROSES
L33 i :
Raspberry | — —
Webcam o i3 = Internet SUTPUT
——————— *
LaE Telearam
OUTPUT
{L2E
Speaker

Figure 1 Block System Diagram

Based on the block diagram in Figure 1 above, there are
three blocks, namely input block, process block and output
block.

1. In the input block there is a webcam connected to the
Raspberry Pi 4B using a USB cable. The webcam captures
the captured image of the painting and the hand and the
Raspberry Pi 4B will send the capture to the system.

2. The process block contains the Raspberry Pi 4B. Raspberry
Pi 4B as a computer to process webcam captures using the
YOLOV5 method to produce three outputs. To be able to
access the system, the Raspberry Pi 4B is connected to the
internet. Here the smartphone hotspot acts as internet for
the Raspberry Pi 4B and Laptop so they can connectlocally.
And smartphones are guaranteed to have a data quota so
they can access websites online via laptop

3. The output block contains a speaker which is connected to
the Raspberry Pi 4B using a USB cable and sends data via
the website and Telegram. Websites and Telegram are
accessed using the internet. A website notification will
appear on the website page and a warning sound will appear
when a hand is in the painting area. Then a message is sent
via Telegram, the message contains the picture, time
information and name of the painting.

There are three outputs from this system, namely websites,
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Telegram messages and speakers. The following is an
explanation of the three outputs,

1. Website for monitoring security officers in the control
room. If the detection condition is that there are hands
around and/or inside the painting's boundary box, a
notification will appear in the form of a pop-up on the
website display and the detection results will be saved on
the report page on the website.

2. Telegram messages as notifications to officers in the field
or in the museum. This message is in the form of a display
of the captured photo, a description of the time and the
name of the painting.

3. Speakers to output sound appeals to visitors in the museum.

B. Tool Flow Diagram

In this research there is a flow diagram of how the tool
works, as shown in Figure 2 below. Starting with initializing
the Raspberry Pi or turning on the Raspberry Pi. Then the
Raspberry Pi takes an image from the camera with the level of
brightness and color sharpness obtained by the camera. Then,
if the light captured by the camera is low so that the painting
cannot be seen clearly, the website can adjust the brightness
and sharpness of the colors in the image until the painting can
be seen clearly. Then the Raspberry Pi detects the situation
captured by the camera. If the detection condition is that there
are hands around and/or inside the painting's bounding box, the
Raspberry Pi sends a message to Telegram then displays a
notification on the website then the speaker emits a warning
sound. And if the detection condition is that there are no hands,
the Raspberry Pi does not produce any output.

RasberryPi
Initialization —(Hand Detected

RasberryPi takes
Picture from Camera .
Sending detection
{ / results
Receiving Brightness ‘
and Color Sharpness
Data from Website Sending Detection
Results in the form
{ Notifications
Adjusting Brightness o the Wehue
and Color Sharpness +
Images from Websites
; / The speaker emits a
wamning sound
Detecting Painting
Areas Using the
YOLOvS Algorithm

Figure 2 Tool Flow Diagram
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C. Mechanical Design

In tool design, there is also a need for a mechanical design
so that the tool design can be well shaped and easy to use. The

following is a mechanical view in Figure 3
Figure 3. Tool Design

=== a

The following is an explanation of the mechanical design of

the tool:

1. Raspberry Pi 4B is installed in the middle of the tripod
using a holder.

2. The webcam is connected to the Raspberry Pi 4 using a
USB cable and placed on the top end of the tripod

3. The speaker is attached using a double tip to the tripod.

D. Website Design

In designing this website, flow diagrams and website design
will be explained. The following will be explained as below.

1). Website User Flow Diagram

S

Adjusting Brightness
and Color Sharpness
Values

Website Initialization

Sending Brightness
Level, Color Sharpness
Level Values to
RasberryPi

User Selects Menu on
Website

Receiving Image
Processing Result Data

Displaying Detection
Conditions via Website
Notifications

Displaying
Customer Notes
from RasberryPi

Displaying Image
Processing Results

O

Figure 4 Website Flow Diagram
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Figure 4 explains the flow diagram of the website system
thatwill be used by museum security officers. The features on
the website include: homepage and reports. The website is
accessed without logging in. When the website is successfully
accessed, the user can then select the menu on the website. If
the user selects Main Menu, he will be directed to the main
page which contains brightness level settings and color
sharpness, frame rate and detection conditions. Then, if there is
a hand in the painting area, the website will receive the image
processing data and then display the detection conditions in the
form of a notification on the website. Next,in the report menu
section, the website will display a record page for violations
that have been previously arrested.

2). Website Appearance

In this section, we will explain the design appearance of
the museum security monitoring website. The website was
created using the open-source framework Streamlit. The
following is a view of the website design:

Website homepage display

Keamanan Museum
Beranda Frame Rate

Hand Detection Hand Detection

Report

Tampilan webcam

Figure 5. Website homepage display

b. Report page display

Report

Beranda Waktu

Lokasi Dokumentasi

Report

dd/mm/yyyy artwork 0

artwork 1

dd/mm/yyyy

dd/mm/yyyy artwork 1

artwork 0

dd/mm/yyyy

Figure 6 Report page display

On the website there is no log in menu and there are two
menu displays, namely Home and Report. Each menu has its
own uses which can be explained as follows:

1. Home page. On the home page there is a real-time
webcam display as in Figure 5 above.

2. Report page. This report page serves to view records of
violations (hands in the painting area) that have occurred
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previously as in Figure 6 above.

ITII. RESULTS AND DISCUSSION

In this sub-chapter, the results that have been designed will
be explained, including tools, websites and Telegram. The
following are the results of the design of tools and websites
used in the painting art museum security monitoring system.

A. Tool Results

The results of the tool that has been made based on the
mechanical design are shown in the Figure 7, 8, 9.

Raspberry

Figure 9 Camera on Mechanics

Painting placement specifications:
1. Two paintings are attached to the wall 120cm above
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thefloor level.
2. The distance between painting 1 and painting 2 is not
tooclose, so a distance of 10cm is taken.

B. Optimal Camera Distance and Location

This test was carried out to measure and see the accuracy of
this system. Tests on museum security were taken from several
positions and distances. This test was carried out based on three
distances, namely 1 meter, 2 meters and 3 meters. And five
positions, including angles 0°, 45°, 90, 135°, and 180°. To
determine the optimal distance and location, you can look at
the violation detection results in the form of large and small
percentage values. The best value will be taken as the optimal
distance and location. The following can be described as this
test was carried out.

1. Position the camera in relation to the painting

The position of the camera in this painting is taken from the
midpoint between painting 1 and painting 2 as the center point.
Then from the center point, a meter line is measured and drawn
according to the distance to be tested. This research is tested
from a distance of 1 meter, 2 meters and 3 meters so that it will
produce the optimal camera placement point. The following is
an illustration of the location of the camera in the painting.

View angle 0°
The first position is taken at an angle of 0°. The following is
a depiction of the location of the camera at an angle of 0° to the
ainting, as shown in Figure 10.

Jukisan 1 lukisan
KAMERA ¢ ©
sudut 0 Keterangan:

: titik pusat

Figure 10. Depiction of angle 0

45° angle view

The second position taken is at an angle of 45°. The
following is a depiction of the location of the camera at a 45°
angle to the painting, as shown in Figure 11

lukisan 1 lukisan 2

sudut 45

Keterangan:
: titik pusat

Figure 11. Depiction of a 45 angle

90° angle view

The third position taken is at an angle of 90°. The following
is a depiction of the location of the camera at a 90° angle to the
painting.
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lukisan 1 lukisan 2
KAMERA
sudut 90
Keterangan:
: titik pusat

Figure 12. Depiction of a 90° angle

135° angle view

The fourth position taken is at an angle of 135°. The
following is a depiction of the location of the camera at an
angle of 135° to the painting, as shown in Figure 13.

lukisan 1 lukisan 2
wameR?
sudut 135
Keterangan:
: titik pusat

Figure 13 Depiction of the 135 angle
180° angle view
The fifth position taken is at an angle of 180°. The following
is a depiction of the location of the camera at a 180° angle to
the painting, as shown in Figure 14

lukisan 2
¢ > KAMERA

lukisan 1

sudut 180
Keterangan:

< titik pusat

Figure 14. Depiction of a 180° angle

1) Optimal Camera Distance and Location test results

The tests that have been carried out by taking a distance of
1 meter, 2 meters and 3 meters and taking five positions each,
namely 0°, 45°, 90°, 135°, and 180°, produce percentages as
in Table 4.1 and Table 4.2 below. Testing produces accuracy
from the website and Telegram for each painting. This is due
to the limitations of the Raspberry Pi 4B GPU in sending data
so that the accuracy results obtained can be different.

Based on the optimal location and distance test table above,
you can see the average value of each test. Starting from the
optimal distance and location test table in painting 1, the
percentage value is 67.2% - 68.8%. For the average
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presentation value of the optimal distance and location in
painting 2, the percentage average value is 63.6% - 62.9%. It
can be seen that the values for optimal location and distance in
painting 2 are more than sufficient. The optimal location and
distance for painting 1 is higher so the bounding box detection
reading is better, as shown in Table 1.

TABLEI
PAINTING TEST RESULTS 1

No Gap Location A;;l::;:y Accuracy Result
(meter) (Website) (Telegram)
1 0 95% 85%
2 45° 82% 95%
3 1 90° 91% 91%
4 135° 81% 88%
5 180° 0 0
6 0 87% 88%
7 45° 86% 87%
8 2 90 81% 92%
9 135° 93% 84%
10 180° 0 0
11 0 71% 71%
12 45° 70% 77%
13 3 90° 81% 81%
14 135 94% 94%
15 180° 0% 0%
Average 67.2% 68.8%

In the calculation results, the average presentation value of
theoptimal distance and location for placing the camera on the
two paintings is at a distance of 1 meter with an angle of 45°.

C. Duration of YOLOVS detecting hand objects.

This test was carried out by measuring the duration of
YOLOVS in detecting images. When data processing reaches
the exit of the bounding box, the system will emit a sound
lasting 2 seconds. The detection results of the violation object
will be seen in milliseconds. The duration of detection is
calculated as follow , as shown in Table II.

TABLE II
DETECTION DURATION TEST RESULTS ON PAINTINGS
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No Gap Location Approach
(Meter) Duration
1 0° 0,15 ms
2 45° 0,20 ms
3 1 90° 0,16 ms
4 135° 0,12 ms
5 180° 0 ms
6 0° 0,12 ms
7 45° 0,15 ms
8 2 90° 0,14 ms
9 135° 0,12 ms
10 180° 0,12 ms
11 0° 0 ms
12 45° 0,15 ms
13 3 90° 0,15 ms
14 135° 0,16 ms
15 180° 0 ms
Average 0,11 ms

Based on the results of testing the duration of painting 1 and
painting 2, the average image processing until the bounding
box appears, the accuracy reaches 0.11 ms and the duration of
the sound after the accuracy appears is 0.11 ms. For detection,
it is quite fast using a Raspberry Pi 4B. However, if you use a
computer for computing, the detection duration can be below
the average detection using Raspberry Pi 4B computing or in
other words faster than using Raspberry Pi 4B. This is because
the Raspberry Pi 4B does not have a GPU and YOLOVS itself
has a GPU, therefore there is quite a long delay but object
detection is quite fast.

D. Testig the optimal location of the Access Point relative to
the camera

In this test, signal strength was measured using the WiFi
Analyzer application on a smartphone. This test aims to find
out the optimal location of the internet or access point at what
angle in the room. Here the test uses a smartphone hotspot as
an internet tool. Testing is carried out by placing the Access
Point or hotspot at a distance of 1 meter and at 5 angles,
including 0°, 45°, 90°, 135°, and 180°. The following is an
illustration of testing the optimal location of the Access Point
relative to the camera , as shown in Figure 15.
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lukisan 1 lukisan 2

No.1pada 180 derajat &

No.5 pada 0 derajat

Nadpadn 128 derajat No.4 pada 45 derajat

No.3 pada 90 derajat

Figure 15. Depiction of testing the optimal location of the Access Point
relative to the camera

Based on the depiction in the image above, the signal strength
and speed are shown in Table III.

TABLE III
OPTIMAL ACCESS POINT LOCATION TEST RESULTS
No Gap Locations  Sinyal Strength Speeds
(Meter) (dBm) (Mbps)
1 0° 192 Mbps
2 45° - 59 192 Mbps
dBm
3 1 90° - 36 192 Mbps
dBm
4 135° - 51 192 Mbps
dBm
5 180° - 52 192 Mbps
dBm

In the test results for the location of the access point, the most
optimal point was taken, namely a distance of 1 meter with a
90° angle to the device because the signal strength has very low
noise. The speed obtained from several locations taken is192
Mbps.

E. Website and Telegram system functionality

This functionality test was carried out in three conditions,
namely the condition that the hand was detected, objects other
than the hand, and the hand was not detected. Table IV are the
detection results in several conditions:

TABLEIV
CONDITION : THERE ARE HANDS

Condition Website Telegram Speaker Reports
Condition

Hand Succeed Succeed ON Get into

Detection Detection Detection trouble

In Figure 16, it can be seen that there is a hand in the
painting..
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201
honnsfS%
A

Figure 16. There is a hand at a distance of 1 meter from the painting to the
camera.

Below in Figure 17 you can see the detection of a hand in
the painting at a distance of 2 meters from the painting to the
camera and in the area of the painting that has been detected by
YOLOVS.

Figure 17. There is a hand in the painting at a distance of 2 meters from the
camera.

Below in Figure 18 you can see the detection if there is
ahand in the painting with a distance of 2 meters between the
painting and the camera at 180° and in the area of the painting
that has been detected by YOLOVS.

camera.

If a hand is detected in the painting area, the system will
display a warning notification via the website and a message to
Telegram which will then be followed by a warning sound on
the speaker. Violations will be recorded on the report pageas in
Figure 19 below.
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e 4/
Figure 19. Entry Detection in Reports

Reports will be recorded sequentially from the earliest to the
latest detection. In Table V, logs can also be deleted so that
there is not too much data stored.

TABLE V
CONDITION OF OBJECTS OTHER THAN HANDS

Condition Website Telegram Speaker Reports
Condition
Things No No OFF Didn™t
other than Detection Detection enter
hands
v
e

Figure 20. Objects other than Hands

Figure 20 and Table VI are the detection results if the
condition of an object other than a hand, for example a person
is passing by, the system does not read the object. Then the
system does not provide output.

TABLE VI
CONDITION NO HANDS
Condition =~ Website  Telegram Speaker Reports
Condition
Things other than hands No No OFF Didn”t
Detection Detection enter
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The following are the detection results if there are no hands in
the painting area. This condition does not produce any output.

F. Testing the Effect of Light on Object Detection Results

This test is carried out by detecting in a room with varying
light intensity. The variation value of light intensity is
measured using a luxmeter measuring instrument. Detection
is carried out by placing the camera on the painting 1 meter
away with an inclination of 45°. The following are the results
of testing the effect of light on object detection results:

TABLE VII
RESULTS OF TESTING THE INFLUENCE OF LIGHT ON OBJECT
DETECTION RESULTS
No Brightness Value Detection Results
(LUX)

1 0 No Detection

2 30 Succeed Detection

3 13 Succeed Detection

4 16 No Detection

Based on the results of the table on the influence of light on
detection results in this system, it can be seen that the LUX
brightness values are detected and not detected. Starting froma
table testing the effect of light on painting and hand detection
results. Where the test was carried out 4 times and it was
detected 2 times it was not detected and 2 times it was detected.
So in testing the influence of light on the detection results, this
is very influential. If the color brightness level is too low, it will
be difficult for the YOLOVS algorithm to be carried out,
otherwise if the brightness level is too high, it will be difficult
for YOLOVS to read objects. However, in theresults of this test
there were false positives, where at a brightness value of 13 lux
it was successfully detected and at a brightness value of 16 lux
it was not detected.

Figure 21. Detection results for brightness value 16

In Figure 21 above is the detection result with a brightness
value of 16 lux. This can be caused by the color of the hand
being confused with the color of the painting so that the camera
cannot capture the image properly. As well as cameras that
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have deficiencies in image sharpness.

IV.CONCLUSION

The results of this trial on detection for museum security
showed that the level of accuracy in detection had an average
of 67.2% - 68.8% in painting 1 and an average of 63.6% -
62.9% in painting 2. The difference in the average accuracy
value was taken by distance. detection between the two
paintings. The percentage value indicates the extent to which
the model is confident that the identified object is within that
bounding box. It was proven that the slopes of 0 and 180 at a
distance of 3 meters could not be detected due to the limited
sharpness of the image captured by the camera. Meanwhile, a
detection distance of 1 meter to 2 meters can still be detected
by the camera even though it takes quite a long time. Based on
the results of the violation detection time, it can be observed
that the museum security monitoring design system is more
efficient because the average detection duration is 0.11ms. The
duration results can be even faster if good computing is used
for detection so that the FPS display does not run slowly on the
system. Then, the website and Telegram functionality section
shows that when there are hands in the painting area, the
YOLOVS5 algorithm will detect the violation object (hands in
the painting area) and send three outputs, namely website
notifications, Telegram messages,and sound notifications.
Then, if there are other objects in the painting object, the
YOLOVS algorithm does not detect the presence of hands, then
the three outputs do not work.
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