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Abstract— Long Range (LoRa) is a wireless technology that provides long-range and low-power communication. However,
LoRa still has weaknesses when it comes to data transmission processes, making it vulnerable to attacks. One of the
common attacks during data transmission in LoRaWAN is sniffing or data theft. This research aims to create a system
that can protect LoRa devices from attacks that could lead to data leakage to unauthorized parties. The research findings
indicate that implementing encryption systems on LoRa using Speck and Message Authentication Code algorithms can
secure LoRa devices from sniffing attacks, preventing sniffers or attacking nodes from successfully reading or altering
messages sent by the sender. The implementation of encryption systems on devices affects network performance, such as
packet errors, packet loss, delay, and throughput. Based on 100 experiments conducted, the encrypted system resulted in
7 packet errors and 15 packet losses, while the unencrypted devices produced 2 packet errors and 9 packet losses. The
average delay for messages generated by unencrypted devices was 83 milliseconds, whereas the average delay for
encrypted messages was 1.109 milliseconds or 1 second 109 milliseconds. The throughput for devices with encryption had
an average value of 3224.146 KBps, while devices without encryption had an average value of 6286.252 KBps. The LoRa
used in the research operates at a frequency of 433 MHz. This system employs Speck 128-bit encryption, allowing a
maximum message size of 16 characters. Based on the research findings, devices with encryption affect network
performance by increasing the number of packet errors and losses, resulting in longer delays and decreased throughput.
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I. INTRODUCTION

Long Range (LoRa) is a communication system that has the
capability to transmit data over long distances with low power
consumption [1]. The built-in protocol for communication
systems in LoRa is called LoRaWAN.

The LoRaWAN protocol has already fulfilled the primary
objective of Low Power Wide Area Network, which is a
category of wireless network technology specifically designed
for IoT (Internet of Things) applications and sensors requiring
long-range connectivity with low power consumption [2].
However, the LoRaWAN protocol still has weaknesses
because data transmitted wirelessly is vulnerable to attacks.
One common attack during the data transmission process in
LoRaWAN is a sniffing attack. Sniffing is the act of monitoring
data packets within a network system by unauthorized parties,
allowing them to eavesdrop or potentially modify the data
during the process [3]. Therefore, securing data from sniffing
attacks is important.

The best technology to secure data is using cryptography [4].
Cryptography is an important and widely used part of
mathematics [5]. to secure privacy and data [6]. Cryptography
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converts text into a code so that hackers who find the
information, cannot see the message directly [7]. In
cryptography, it is possible to convert plain text into secret data
using keys [8]. Because of this, cryptography is also referred to
as a technique for providing confidential communication [9]
and to achieve the confidentiality and integrity of data by using
user authentication [10] through key that used in the message
encryption [11], where that key is only to be known by the
sender and receiver [12].

Speck is one of the lightweight block cipher cryptographic
algorithms suiTable for Wireless Sensor Network (WSN)
devices due to its fast processing and minimal resource
requirements [13] . This algorithm is capable of providing
encryption and decryption of data with reasonably good
security. Furthermore, to prevent unauthorized data
transmission or data modification during the transmission
process, security is enhanced by employing the Message
Authentication Code (MAC) method. The MAC function
serves to verify that the received message originates from the
authentic source and has not undergone any alterations during
transmission [14].
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Previous research by Rahayu Indah Lestari and team utilized
the Advanced Encryption Standard (AES) algorithm in the
encryption and decryption processes of messages. Additionally,
the research employed the Ed25519 algorithm for the digital
signature process. The purpose of implementing a digital
signature in this system is to verify that the transmitted payload
data is authentic and remains unchanged during the
transmission process, ensuring confidentiality. The system
implementation is utilized in the LoRa module to address
sniffing attacks [15].

II. METHOD

This research falls under the category of Research and
Development (R&D). Research and Development is a research
method that aims to produce a specific product or improve
existing products while testing the effectiveness of the
developed product. In this study, the research and development
method is employed because the goal is to design security for
LoRaWAN networks using the Speck algorithm and MAC.

A. Research Stages

The stages of system development in this research are
illustrated in Figure 1.
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Figure 1. Flowchart of the research stages
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B. Block Diagram System

The block diagram of the research system is shown in Figure
2.
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Figure 2. Block diagram of system

Node 1 will send a data packet to Node 2. During the data
transmission process between Node 1 and Node 2, Node 3,
acting as a sniffer, will perform sniffing (capturing data packets)
sent from Node 1 to Node 2. Therefore, the data packet sent by
Node 1 will also be received by Node 3. This occurs because
Node 3 operates on the same frequency as Node 1 and Node 2,
which is 433 MHz, the frequency used in this research 2.

C. Flowchart Sender's Operation

The stages of the encryption system for the sender are as

shown in Figures 3.
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Figure 3. Flowchart sender's operation
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D. Flowchart Receiver's Operation

The stages of the encryption system for the receiver are as
shown in Figures 4.
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Figure 4. Flowchart of the receiver's operation

On the sender's side, the message or plaintext is first
initialized. After the successful initialization of the message, it
undergoes encryption using the Speck algorithm. Subsequently,
the process continues with MAC generation, and the MAC
value generated in the MAC generation process is combined
with the encrypted message. The combined message and MAC
are then sent to the receiver.

On the receiver's side, the encrypted message (consisting of
the ciphertext resulting from the combination of the encrypted
message and the MAC value) is first decrypted, producing the
message and the still attached MAC. After successful
decryption, the message is separated into the original plaintext
and the MAC value. The receiver then performs the MAC
value generation process on the receiver's side. Next, the
receiver compares the MAC value generated from the sender's
side with the MAC value generated on the receiver's side. If the
MAC values on the sender's and receiver's sides match, the
verification process is successful, indicating that the message
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sent to the receiver is the original message from the sender.

However, if the MAC values on the sender's and receiver's

sides are different, the verification process fails, indicating that

the message sent to the receiver is not the original message

from the sender.

E. Attack Model

Sender Receiver

Node 1 Node 2

Node 3

Sniffer

Figure 5. Attack model

Figure 5 show that node 1 is acting as the sender, then will
send a message to Node 2, acting as the receiver. When the
message transmission process occurs between Node 1 and

Node 2, the message will also be received by Node 3, acting as

a sniffer. Therefore, to prevent Node 3 from reading the
message sent from Node 1 to Node 2, an encryption process is
needed for the message to be transmitted.

III. RESULTS AND DISCUSSION

A. The Result of The System and Design

Figure 6. The result of system and design

The Figure 6 shows the results of the system design, which
includes 3 nodes functioning as the sender, receiver, and the
node that will perform sniffing attacks. Within each box, there
are components such as the LGT8F328P, which functions as
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the microcontroller, LoRa E220-400T22D, serving as the
transmitter, and a battery as the power source.

B. Security Data Testing

Figure 7. The Results of Passive Sniffing Attack Testing without Encryption

Figure 8. The Results of Passive Sniffing Attack Testing with Encryption
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Figure 9. The Results of Passive Sniffing Attack Testing with Encryption

Figure 7, shows the results of security testing without
encryption. Data transmitted from node TX to node RX without
encryption can experience leaks to other parties, as
demonstrated in the sniffing experiment conducted in this
research. This condition indicates that the transmitted packets
can be easily captured and read by unauthorized nodes. As a
result, the confidentiality of the data cannot be guaranteed
when encryption is not applied.

Figure 8, illustrates the results of security testing with
encryption against passive sniffing attacks. Data transmitted
from node TX to node RX with encryption does not experience
leaks to other parties because before the data is sent to node RX,
it is encrypted first and then transmitted to node RX. This
encryption process ensures that intercepted data cannot be
interpreted by unauthorized parties. Consequently, data
confidentiality during transmission is significantly improved
compared to the non-encrypted scenario.

Figure 9, shows the results of security testing with
encryption against active sniffing attacks. Data transmitted
from node TX to node RX can be ensured to be the authentic
data from node TX without undergoing changes during the
message transmission process. This is because the MAC value
on the receiver's side will be compared with the MAC value
from the sender's side. Therefore, if there is any alteration in
the message by the sniffing node or if fake messages are sent,
the MAC value on the receiver's side will verify the message
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with a 'failed' verification, indicating that the message has been
altered or is fake and is not the original message from the
sender intended for the receiver.

C. Packet Error and Packet Loss Testing

Packet Error and Packet Loss Testing
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Figure 10. The Results of testing packet error and packet loss with encryption
and without encryption

Figure 10, shows the testing results of packet errors and
packet loss generated by devices without encryption and
devices with encryption. Out of 100 transmission attempts, the
results indicate that the device with encryption produces more
packet errors and packet loss compared to the device without
encryption.

D. Delay Testing
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Figure 11. The results comparison of delay with encryption and without
encryption

Figure 11, shows the delay testing conducted 20 times on
devices without encryption and devices with encryption. The
device without encryption averages a message delay of 83
milliseconds, while the average message delay with encryption
is 1,109 milliseconds or 1 second and 109 milliseconds.

E-ISSN: 2654-6531 P- ISSN: 2407-0807

E. Throughput Testing
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Figure 12. The results comparison of throughput with encryption and without
encryption

Figure 12, shows the results of throughput testing on devices
without encryption and devices with encryption. In this test,
throughput was observed in every 20 data testing cycles,
resulting in throughput values as shown in the Table. The
average throughput on devices with encryption is 3224.146
KBps, while the average throughput on devices without
encryption is 6286.252 KBps.

IV.CONCLUSION

The LoRa used in this research operates at a frequency of
433 MHz. The addition of encryption to the system introduces
limitations on message transmission depending on the size of
the encryption key used by the algorithm. This system uses
Speck 128-bit, meaning 128 bits / 8 bits = 16 characters. In
contrast, devices without encryption can transmit messages
without character limitations. The use of encryption also
affects the network performance in terms of packet error and
packet loss, delay, and throughput. For devices without
encryption, in 100 trial attempts, there were 2 packet errors and
7 packet losses. In the system using encryption, the number of
packet errors increased to 7, and there were 15 packet losses.
The average delay of messages generated by devices without
encryption is 83 milliseconds, whereas the average delay for
encrypted messages is 1,109 milliseconds or 1 second and 109
milliseconds. The throughput for devices with encryption has
an average value of 3224.146 KBps, while devices without
encryption have an average throughput of 6286.252 KBps.
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