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Abstract

Governance risks in higher education remain a critical challenge that influences both per-
formance and accountability. Despite increasing attention to risk analysis, the application of
data-driven approaches—particularly clustering algorithms—for the identification of governance
risk is still limited. This study proposes and evaluates a web-based information system inte-
grating clustering algorithms to classify and visualize non-academic governance risks. Using the
CRISP-DM framework, 678 risk records from the Internal Audit Unit (SPI) of Politeknik Negeri
Malang were analyzed. The system used K-Means clustering on three attributes: performance
indicators, budget allocation, and risk levels. Additional modules supported data upload, auto-
mated preprocessing, historical logging, and visualization. Comparative evaluation with DBSCAN
and Hierarchical Clustering was conducted using Silhouette Scores. The results indicated that
K-Means achieved the highest score (0.48), outperforming DBSCAN (-0.705) and Hierarchical
Clustering (-0.395). K-Means produced five interpretable clusters that represent very high, high,
medium, low, and very low risk priorities. Functional and usability tests confirmed the reliability
and user-friendliness of the system in supporting automated governance risk assessment. The
findings demonstrate the effectiveness of K-Means clustering in segmenting governance risks and
providing actionable insights for audit teams. Future work should integrate predictive models and
real-time data to strengthen proactive governance risk mitigation.

Keywords: Governance Risk, Higher education, Data mining, Clustering Algorithms, K-Means,
Risk Visualization System

1 Introduction

The increasing reliance on digital systems in higher education institutions has significantly transformed
the way academic, administrative, and operational activities are conducted. While these systems offer numer-
ous benefits in terms of efficiency and process integration, they also introduce various forms of risk that can
directly affect institutional performance, accountability, and sustainability. As the complexity of information
systems grows, so too does the need for structured and evidence-based risk management approaches that can
effectively mitigate threats to governance quality. Risk management is a fundamental organizational function
that encompasses five key stages: identification, analysis, evaluation, mitigation, and monitoring. Within the
higher education context, risks are typically categorized into strategic, operational, financial, compliance, and
fraud-related risks [1], [2]. Each category varies in terms of its likelihood and impact, thereby necessitating
differentiated approaches for analysis and response. The implementation of effective risk management prac-
tices in universities not only serves to protect critical institutional assets but also enhances decision-making,
strengthens institutional resilience, ensures regulatory compliance, and supports long-term sustainability.
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Despite its importance, the practical implementation of risk management strategies in higher education
particularly in non-academic governance domains remains limited. Many institutions continue to rely on
manual or experience-based assessments, which may be inadequate for handling the volume and complexity
of risk-related data generated in contemporary university environments [3]. This gap highlights the urgent
need for more objective and scalable approaches capable of identifying patterns and prioritizing risks using
data-driven methods. In this regard, data mining techniques specifically clustering algorithms offer promising
potential for improving the identification and classification of risks based on key variables such as performance
indicators, budget allocations, and risk levels [4], [5]. However, the application of such methods within the
governance structures of academic institutions is still underexplored, especially concerning non-academic oper-
ational risks that are often underestimated but may carry significant consequences for institutional effectiveness
[6].

To address this gap, the present study aims to develop and evaluate a web-based information system that
integrates clustering algorithms to identify and visualize governance-related risks in non-academic campus ac-
tivities. The study utilizes a quantitative approach based on the CRISP-DM framework and analyzes a dataset
comprising 678 risk records obtained from the Internal Audit Unit (SPI) of Politeknik Negeri Malang. The
system incorporates the K-Means clustering algorithm to segment risk data and includes additional modules
for data upload, automatic preprocessing, historical logging, and visual presentation of risk clusters. Further-
more, the performance of the K-Means algorithm is compared with DBSCAN and Hierarchical Clustering
using Silhouette Score metrics to determine clustering quality [7], [8].

This study seeks to explore the effectiveness of clustering algorithms in supporting risk identification and
classification in the governance processes of higher education institutions. Specifically, it aims to (1) design
a data-driven information system to analyze governance risk data, (2) segment non-academic risk profiles
using clustering techniques, and (3) evaluate and compare the clustering performance of different algorithms
to inform better decision-making in institutional risk management. The research question (RQ) in this study
is as follows:

RQ1: How can clustering-based data mining techniques be effectively applied to identify and map non-
academic governance risks within higher education institutions?

RQ2: Among K-Means, DBSCAN, and Hierarchical Clustering, which algorithm demonstrates the best
performance in classifying governance risk patterns based on Silhouette Score evaluation?

2 Method

Risk management in higher education institutions has become an increasingly important area of study,
driven by the growing complexity of digital governance systems and rising demands for institutional trans-
parency and accountability [9]. Although conventional approaches such as manual audits and qualitative
assessments remain widely practiced, their effectiveness in managing large-scale, heterogeneous datasets is
often limited, particularly in terms of objectivity and analytical precision [10]. To address these limitations,
recent studies have increasingly adopted data-driven quantitative approaches to strengthen risk management
practices [11]. Earlier works have highlighted the importance of standardized frameworks such as COBIT,
ISO/IEC 27002, and ITIL in IT governance. However, these approaches remain constrained within conven-
tional framework-based evaluations and have not fully extended to exploratory data-driven methods such as
data mining. Moreover, research on risk assessment in information systems governance often exhibits limited
scope and has not extensively explored clustering algorithms as a comprehensive analytical alternative [12],
[13], [14].

Clustering algorithms such as K-Means, DBSCAN, and Hierarchical Clustering have demonstrated promis-
ing applications in various non-educational domains. For example, these techniques have been successfully
employed in fraud detection [15], [16], credit risk management [17], [18], and cybersecurity [19], [20]. Their
ability to group data based on similarity without requiring pre-labeled datasets makes them particularly ef-
fective for uncovering hidden patterns in large data collections. Nevertheless, the use of clustering algorithms
within the context of governance in higher education institutions particularly in mapping non-academic risks
such as budget misuse, procedural violations, and weaknesses in internal controls remains underexplored [21].

Furthermore, previous studies have rarely conducted comparative evaluations of clustering algorithm per-
formance in higher education settings. Although internal validation metrics such as the Silhouette Score,
Davies-Bouldin Index, and Dunn Index are well-established for assessing clustering quality, these tools have
yet to be widely applied to institutional governance contexts. Another limitation is the lack of integration
between clustering approaches and web-based information systems that can be readily utilized by internal
audit units or quality assurance divisions for risk identification and visualization [22].
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This gap in the literature particularly the lack of research linking clustering algorithms with non-academic
governance risk mapping signals a significant opportunity for contribution. Most existing work tends to focus
on strategic-level risk frameworks or technical aspects of information systems, overlooking the operational
governance needs specific to academic institutions. Therefore, the present study aims to bridge this gap by
combining a methodological approach through the comparative evaluation of clustering algorithms with a
practical application via the development of a web-based risk information system. By synthesizing insights
from risk management theory, data mining practices, and higher education governance, this study seeks to
offer a scalable and contextually relevant data-driven approach to improve the effectiveness of non-academic
risk identification and visualization in campus environments.

Figure 1: Clustering-based Risk Classification Framework for SPI Risk Reports

This study adopts a data-driven approach to identify and analyze governance risks in non-academic campus
activities by applying clustering algorithms within the framework of the Cross-Industry Standard Process for
Data Mining (CRISP-DM) [23], [24]. Following this framework, the methodology is organized into six stages:
(1) business understanding, in which governance risk issues in non-academic activities are defined; (2) data
understanding, including data collection from institutional records and risk indicators; (3) data preparation
through preprocessing and feature selection; (4) modeling, which involves the development and application of
clustering algorithms; (5) evaluation, where model performance and clustering quality are assessed; and (6)
deployment, which covers the system implementation and visualization of identified risk patterns. The stages
of the CRISP-DM model as implemented in this study are illustrated in Figure 1.

2.1 Data Collection

The data collection phase constitutes the foundational step of this study, concentrating on the acquisition
of governance risk records within the campus environment. The data were specifically obtained from official
risk reports issued by the institution’s Internal Audit Unit (Satuan Pengawasan Internal/SPI). These reports
contain historical information pertaining to non-academic governance risks and serve as the empirical basis
for subsequent analytical procedures.

A structured approach was adopted to systematically extract and organize the relevant data. Historical
risk records were compiled and converted into standardized, machine-readable formats, such as CSV files, Excel
spreadsheets, or relational databases. Essential attributes required for robust analysis namely, performance
index, budget allocation, and risk level were identified and verified to be consistently available across all data
entries [24], [25]. To preserve data integrity and ensure analytical validity, metadata such as data source
identifiers and timestamps of acquisition were recorded. This step was critical for ensuring the traceability

Vol. 04 No. 02, 21 June 2026 66



International Journal of Frontier Technology and Engineering (IJFTE)

and reproducibility of the entire data-driven process.
The main objective of this phase was to develop a comprehensive and representative dataset that accurately

reflects the governance risk landscape in higher education institutions. The resulting dataset serves as the
input for subsequent stages, including data preprocessing, feature selection, clustering model development,
and performance evaluation. Given that the effectiveness of clustering algorithms is highly contingent upon
the quality of the input data, this phase plays a pivotal role in determining the accuracy and reliability of risk
group identification. High-quality data acquisition significantly influences the interpretability of the resulting
clusters and the strategic insights generated for enhancing governance practices.

2.2 Data Prepocessing

Data preprocessing represents a crucial phase within the data analytics pipeline, performed immediately
after data acquisition. The principal aim of this stage is to improve the overall quality, consistency, and
usability of the dataset, thereby ensuring its suitability for downstream machine learning tasks, particularly
clustering analysis [26], [27]. In this study, the dataset derived from the risk reports of the institution’s Internal
Audit Unit (Satuan Pengawasan Internal/SPI) was subjected to a series of systematic transformations to
ensure analytical readiness. The preprocessing workflow consists of the following key operations:

a. Data Cleaning: Duplicate records were eliminated, missing values were addressed, and inconsistencies
or input errors were corrected. These procedures are essential to reduce noise and enhance the dataset’s
reliability.

b. Categorical Encoding: Non-numerical features were transformed into numerical representations to
facilitate compatibility with machine learning algorithms. Encoding methods, such as one-hot encoding
or label encoding, were applied based on the nature and distribution of the categorical variables.

c. Normalization: Numerical attributes were rescaled to a uniform range to avoid feature dominance during
model training. Normalization also contributes to improved model convergence and overall algorithmic
stability.

d. Outlier Treatment: Extreme values were identified and handled appropriately to prevent skewing of
the clustering results. The treatment strategy—whether removal, transformation, or adjustment—was
determined in accordance with the statistical context and influence of the outliers.

The systematic execution of these preprocessing steps ensures that the input data are analytically robust,
statistically valid, and free from distortive artifacts. As such, this phase is instrumental in facilitating effective
feature selection, model construction, and performance evaluation. Moreover, rigorous data preprocessing
contributes directly to the accuracy and interpretability of clustering outcomes, which are critical for deriving
meaningful insights into governance risk profiles within the higher education context. Table 1 presents the
number of data records used for clustering model development.

Table 1: Summary of Data Volume Before and After Preprocessing

Stage Number of
Records

Description

Raw Data Collection 678 Risk records collected from the Internal Audit Unit
(SPI) of Polinema, containing unprocessed infor-
mation such as risk descriptions, responsible units,
and related attributes.

Post-Preprocessing 612 The dataset was cleaned by removing duplicate
records, incomplete entries, and outliers. Only rel-
evant and consistent attributes were retained for
further analysis.

2.3 Feature Selection

Feature selection represents a pivotal stage in the data analytics pipeline, aimed at isolating the most
informative attributes that contribute significantly to the underlying structure of the dataset. Within the con-
text of this study, the process was applied to preprocessed governance risk data to improve the computational
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efficiency and clustering performance in identifying meaningful risk groupings across the campus environment
[28]. The selection of features was driven by a combination of domain-specific reasoning and statistical as-
sessment. Three core features were retained based on their theoretical relevance to governance risk and their
analytical utility:

a. Data Cleaning: Performance Index, which reflects the operational effectiveness of organizational units
in executing non-academic governance functions;

b. Categorical Encoding: Budget Allocation, which captures the distribution and utilization of financial
resources across programs and activities;

c. Normalization: c. Risk Level, which denotes the estimated severity and likelihood of identified gover-
nance risks.

These features exhibited sufficient variability and discriminative power to support unsupervised learning,
and their inclusion aligns with established risk assessment frameworks in higher education governance. The
primary goal of this phase was to reduce dimensionality, eliminate redundant or irrelevant variables, and
enhance the interpretability of clustering outcomes. By retaining only the most salient attributes, the model
becomes more robust and capable of uncovering latent structures within the risk data without the noise
introduced by extraneous features. Thus, feature selection serves not only as a methodological filter but also
as a conceptual refinement of the data representation. This step directly influences the clarity, coherence, and
analytical value of the resulting risk segmentation, thereby contributing to a more precise understanding of
governance vulnerabilities in institutional settings.

2.4 Development and Evaluation Of Clustering Models

This stage focuses on the development and evaluation of unsupervised clustering models to uncover mean-
ingful patterns within the governance risk dataset. The objective is to segment risk records into distinct
groups that exhibit similar characteristics in terms of performance, budget allocation, and risk level [29].
Three clustering algorithms were employed to compare their effectiveness in risk grouping:

2.4.1 K-Means Clustering

K-Means is a partition-based clustering algorithm that aims to minimize the intra-cluster variance by
assigning each data point to the nearest cluster centroid. The objective function is defined as:

argmin c

k∑︂
i=1

∑︂
x∈Ci

∥x− µi∥2 (1)

where:
k = number of clusters

Ci = set of data point assigned to the ith cluster

µi = centroid (mean vector) of the ith cluster
∥x− µi∥2 = squared Euclidean distance between a data point x and the cluster centroid µi

The algorithm iteratively updates the centroid positions until convergence is reached.

2.4.2 DBSCAN (Density-Based Spatial Clustering of Applications with Noise)

DBSCAN identifies clusters based on data point density and is particularly robust to noise and outliers.
It requires two parameters:

ε (epsilon) = the adjacent radius

MinPts = the minimum number of point required to from a dense region

ε-(Neighborhood) for a data point x, its neighborhood is defined as :

Nε(x) = {y ∈ D | dist(x, y) ≤ ε} (2)

where D is a data set and list is usually a Euclidean distance. A data point x is designated as a core
point provided that it lies within a neighborhood radius ε (epsilon) containing at least a minimum number of
points, denoted as MinPts. Formally, if the number of data points within the ε-neighborhood of x is greater
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than or equal to MinPts, then x qualifies as a core point. This condition ensures that x resides in a region of
sufficiently high density, thereby serving as a potential anchor for cluster formation.

|Nε(x)| ≥ MinPts (3)

In the context of density-based clustering, a point y is defined as directly density-reachable from a core
point x if y resides within the ε-neighborhood of x. This relationship holds only when x satisfies the core
point criterion, thereby ensuring that direct density-reachability reflects local density characteristics. Point x
is a core point and point y belongs to the ε-neighborhood of x, denoted as y ∈ Nε(x)

A point y is said to be density-reachable from a point x if there exists a sequence of points x1, x2, ..., xn such
that x1 = x and xn = y, where each point in the sequence is directly density-reachable from its predecessor.
This transitive relationship allows the identification of clusters by connecting points through a continuous
chain of dense neighborhoods, even if the individual points are not directly reachable from the original core
point. A point is considered a noise point, or outlier, if it is not density-reachable from any other point in
the dataset and does not satisfy the criteria to be classified as a core point. Such points reside in regions of
low data density and are excluded from all clusters, reflecting anomalous or sparsely distributed observations
within the dataset.

2.5 Clustering Model Evaluation

To assess the internal quality and structural validity of the clustering results, three widely recognized
internal validation metrics were employed: the Silhouette Score (S), the Davies–Bouldin Index (DBI), and
the Calinski Harabasz Index (CH Score). Each metric offers a distinct perspective on the cohesiveness and
separability of the formed clusters. The Silhouette Score evaluates how well each data point fits within its
assigned cluster in comparison to neighboring clusters. It is formally defined as:

S(i) =
b(i)− a(i)

max{a(i), b(i)} (4)

where:

• ai denotes the average intra-cluster distance for point i (i.e., the average distance to all other points
within the same cluster),

• bi represents the minimum average distance between point i and all points in the nearest adjacent
cluster.

The Silhouette Score ranges from −1 to 1, with higher values indicating more distinct and well-separated
clusters. The Davies–Bouldin Index quantifies the average similarity between each cluster and its most similar
cluster, taking into account both intra-cluster dispersion and inter-cluster separation:

DBI =
1

k

k∑︂
i=1

max
j ̸=i

(︃
si + sj
dij

)︃
(5)

where:

• si is the average distance between all points in cluster i and the corresponding cluster centroid µi

• dij is the distance between centroids µi and µj

Lower DBI values reflect more distinct clustering structures, indicating better overall cluster separation
and compactness. The Calinski–Harabasz Index, also referred to as the Variance Ratio Criterion, measures
the ratio of between-cluster dispersion to within-cluster dispersion:

CH =
tr(Bk)

tr(Wk)
× N − k

k − 1
(4)

where:

• tr(Bk) and tr(WBk) denote the traces of the between-cluster and within-cluster dispersion matrices,
respectively,

• N is the total number of observations,

• k is the number of clusters.

A higher CH Score indicates well-defined clusters with greater separation between group centroids and low
intra-cluster variance.
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2.6 System Implementation and Risk Visualization

Following the model development and evaluation stage, the final step involves the implementation of a
system prototype that integrates the optimal clustering algorithm and presents risk groupings in an inter-
pretable format. The objective is to support institutional decision-makers by providing a visual representation
of governance-related risks across various non-academic units within the campus environment [30]. The system
includes modules for data loading, automated preprocessing, and real-time execution of the clustering model
using preselected features namely, performance index, budget allocation, and risk level. Once clustered, the
system generates a risk map or chart that visualizes the distribution and intensity of identified risk groups.

Visualization plays a pivotal role in this stage, as it facilitates intuitive understanding of complex risk
patterns. Through the use of techniques such as color-coded clusters, cluster centroids, and distribution
plots, stakeholders can quickly identify high-risk zones, monitor risk trends over time, and assess the relative
positioning of organizational units within the multidimensional risk space. This visualization output not
only enhances situational awareness but also enables a more informed, data-driven risk management strategy.
In addition, the system may log historical data to support temporal analysis and audit trail documentation,
ensuring traceability of risk classification over multiple periods. The integration of modelling and visualization
into a single system provides a scalable and extensible platform for governance risk monitoring, laying the
groundwork for further development such as predictive analytics or anomaly detection in future iterations.

3 Result and Discussion

3.1 Modelling

In Figure. 2(a), each colour represents a specific cluster formed from the risk profiling dataset. The
DBSCAN algorithm successfully grouped data into four major clusters while also detecting several outliers that
were not assigned to any cluster. This indicates that the algorithm was able to differentiate risk themes while
preserving anomalies that deviate from general patterns. Specifically, Cluster 1 consisted of 158 records and
was characterized as Performance Management Risk, where the dominant features were low budget allocation
accompanied by significant performance deviation. The distribution of risk levels within this cluster showed
Moderate (28%), High (49%), and Extreme (23%), with representative issues such as delays in reporting and
underachievement of KPIs.

Cluster 2 comprised 142 records, labelled as Operational Inefficiency Risk, with irregular budget execution
and moderate performance issues as the dominant characteristics. The risk distribution was Low (21%),
Moderate (47%), and High (32%), represented by cases such as uncoordinated procurement and overlapping
activities. Cluster 3 contained 167 records that were categorized as Budget Misallocation Risk. This cluster
was identified by high budget utilization but poor performance outcomes, with a distribution of High (39%),
Extreme (45%), and Moderate (16%), typically reflected in ineffective large-scale projects and failures in
vendor performance. Meanwhile, Cluster 4, with 145 records, represented Low-Risk Routine Operations that
were relatively stable in both budget allocation and performance indicators. The risk levels in this cluster
were dominated by Very Low (42%), Low (38%), and Moderate (20%), exemplified by routine activities such
as scheduled audits and preventive maintenance.

Figure 2: Governance risk clustering results differentiated based on (a) DBSCAN; (b) K-Means
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In Figure. 2(b), the results of the K-Means algorithm are illustrated. Each colour represents a cluster, and
the yellow ‘X’ marker indicates the centroid of each cluster. The clustering distribution showed that K-Means
produced a higher number of balanced groups compared to DBSCAN, with 4279 records in Cluster 0, 90 in
Cluster 1, 1578 in Cluster 2, 305 in Cluster 3, and 5 in Cluster 4. While K-Means yielded compact clusters,
it did not explicitly identify outliers, in contrast to DBSCAN. Figure. 3 provides a comparative analysis of
the Davies–Bouldin Index (DBI) scores between the two algorithms. The results revealed that the K-Means
algorithm achieved a lower DBI score compared to DBSCAN, indicating superior clustering quality. However,
DBSCAN offered an advantage by effectively isolating outliers, which is crucial in governance risk profiling
where anomalous cases may represent hidden vulnerabilities.

Table 2: Summary of Data Clustering Result and DBI Scores

3.2 Evaluation

The application of the K-Means clustering method to classify non-academic governance risks demon-
strated a significant ability to generate structured and interpretable groupings. By utilizing three critical
attributes—Key Performance Indicators (KPI), budget allocation, and risk level—the clustering process ef-
fectively divided the dataset into five distinct clusters, each corresponding to a unique level of priority. This
systematic classification is essential for the Internal Audit Unit (SPI) of Politeknik Negeri Malang, as it pro-
vides a practical decision-support framework for risk monitoring and governance. As presented in Table 2,
Cluster 0 was categorized as very high priority with 97 data points. The risks within this cluster demand
immediate attention and mitigation due to their potential high impact on institutional objectives. Cluster
1, comprising 126 data points, was classified as high priority, representing issues that, although less urgent
than those in Cluster 0, still require strategic intervention. Cluster 2, with 160 data points, was designated
as medium priority, suggesting risks that can be managed with moderate oversight and resource allocation.
Cluster 3 contained the largest number of data points, 178, and was labeled low priority, which implies limited
implications for institutional performance. Finally, Cluster 4 consisted of 111 data points, categorized as very
low priority and representing residual risks with minor institutional consequences. The hierarchical nature of
these clusters demonstrates the capability of K-Means to provide not only classification but also actionable
insights. The priority stratification ensures that decision-makers can allocate resources efficiently, focusing
on clusters with the highest urgency while maintaining oversight over less critical risks. Table 3 presents the
K-Means clustering results, which classify governance risks into five distinct priority levels. The table shows
the number of data records, corresponding KPI achievements, and their assigned priority categories.

Table 3: K-Means Clustering Result

Cluster Number of Data KPI Achieved Priority Level

0 97 97 Very High Priority

1 126 126 High Priority

2 160 160 Medium Priority

3 178 178 Low Priority

4 111 111 Very Low Priority

To ensure the robustness of the clustering model, the performance of K-Means was benchmarked against
DBSCAN and Hierarchical Clustering using the Silhouette Score as the primary evaluation metric. The results,
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presented in Table 3, revealed that K-Means achieved a score of 0.48, the highest among the tested methods.
This value indicates that the clusters produced were relatively compact and well separated. In contrast,
DBSCAN and Hierarchical Clustering yielded negative Silhouette Scores of -0.705 and -0.395, respectively.
These negative values suggest overlapping or poorly defined clusters, highlighting the limitations of these
methods in handling the structure of the dataset. Table 4 presents the clustering evaluation results based on
the Silhouette Score, comparing the performance of K-Means, DBSCAN, and Hierarchical Clustering. The
results indicate that K-Means achieved the highest score, reflecting more compact and well-separated clusters.

Table 4: Clustering Evaluation Result

Algorithm Silhouette Score

K-Means 0.48

DBSCAN -0.705

Hierarchical -0.395

The comparative analysis provides strong evidence that K-Means is more suitable for classifying non-
academic governance risk data compared to DBSCAN and Hierarchical Clustering. The superiority of K-
Means is attributed to its ability to balance computational simplicity with effective cluster separation, making
it particularly appropriate for governance datasets where interpretability and stability are critical.

Figures 3 and 4 complement these findings by providing a visual overview of the clustering distribution and
a comparative analysis of algorithm performance, respectively. The visualization confirms the stable struc-
ture of K-Means clusters and further emphasizes its effectiveness over alternative clustering techniques. In
conclusion, the evaluation underscores the robustness of the K-Means approach in delivering meaningful and
actionable insights for institutional governance. The results highlight not only the ability of the method to
classify risks into interpretable categories but also its practical utility in establishing a clear priority hierarchy.
This hierarchy directly informs SPI’s decision-making process, enabling evidence-based allocation of resources,
targeted risk mitigation strategies, and enhanced institutional governance outcomes. Table 5 presents the sig-
nificance of the relationships in the clustering model, detailing the distribution of records across four risk
themes. Each cluster is characterized by its dominant attributes, associated risk level distribution, and repre-
sentative examples, providing deeper insights into governance risk profiling.

Table 5: The significance of The Relationships in The Model

The comparative assessment of DBSCAN and K-Means reveals a trade-off: the former excels at anomaly
detection, while the latter offers more compact and interpretable clustering. This distinction is critical in
governance risk profiling, where identifying rare but impactful outliers is as important as understanding risk
patterns systematically. DBSCAN (Density-Based Spatial Clustering of Applications with Noise) demon-
strated pronounced strength in isolating outliers. As shown in Figure 3(a), it grouped data into three coherent
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clusters while flagging atypical records often suggestive of fraudulent reporting, unreported expenditures, or
extreme underperformance. It categorized the data into four risk themes—performance management, opera-
tional inefficiency, budget misallocation, and low-risk routine operations—without masking rare but significant
anomalies. However, DBSCAN yielded a relatively high Davies–Bouldin Index (DBI = 0.76), indicating less
compact clusters, and its reliance on epsilon (ε) and MinPts parameters often resulted in unstable outcomes
under suboptimal tuning. Its sensitivity diminishes its reproducibility in governance auditing applications.
These observations align with extant literature highlighting DBSCAN’s effectiveness for outlier detection in
irregularly distributed datasets, albeit at the cost of cluster cohesion and parameter sensitivity.

Conversely, K-Means produced more compact and interpretable clusters (DBI = 0.25, Figure 3(b)), yield-
ing a clear five-tiered risk hierarchy (Table 2). This facilitated resource allocation and targeted audit strategies
for SPI. Nonetheless, K-Means lacks explicit anomaly detection: outliers are absorbed into the nearest cen-
troid, potentially obscuring hidden vulnerabilities. The resulting clusters were markedly imbalanced—Cluster
0 included 4,279 records compared to only 5 in Cluster 4 reflecting its bias toward denser groups and un-
derrepresentation of smaller, yet meaningful, subsets. This is consistent with known limitations of K-Means,
particularly its assumption of spherical, uniformly sized clusters and dependency on the predetermined number
of clusters.

Model validation reinforced these findings: K-Means achieved the best Silhouette Score (0.48), indicat-
ing well-separated clusters; DBSCAN (–0.705) and Hierarchical Clustering (–0.395) both scored negatively,
suggesting cluster overlap and weak separation. Such outcomes reflect prior observations that K-Means is
favorable for structured, compact clustering in well-behaved datasets, while DBSCAN remains preferable for
contexts rich in anomalies, such as fraud detection. Taken together, neither algorithm alone suffices for com-
prehensive governance risk profiling. A hybrid or ensemble approach—employing K-Means for structured
hierarchy and DBSCAN for anomaly detection—is recommended. This dual framework ensures both system-
atic risk classification and sensitivity to rare, high-impact deviations. In real-world governance monitoring,
K-Means can underpin long-term strategic planning, offering clarity and consistency. DBSCAN then functions
operationally to flag cases for further scrutiny. This combined methodology enhances resilience and efficiency
in institutional governance. Table 5 presents a comparative summary of DBSCAN and K-Means, highlight-
ing their strengths, limitations, evaluation scores, and practical use cases. The table illustrates the trade-off
between DBSCAN’s ability to detect anomalies and K-Means’ capacity to produce compact clusters with a
clear risk hierarchy.

Table 6: Comparative Summary of Clustering Algorithms

These results echo recent findings which underscore the potential of hybrid clustering and ensemble tech-
niques in advancing governance auditing—particularly when paired with Explainable AI (XAI) for enhanced
transparency and decision accountability.

4 Conclusion

This study contributes to governance risk profiling by comparing DBSCAN and K-Means clustering for
non-academic risk classification in higher education. The results revealed that DBSCAN effectively detected
anomalies—such as irregular reporting and extreme underperformance—providing diagnostic value for iden-
tifying hidden vulnerabilities, albeit with less compact clusters (DBI = 0.76) and sensitivity to parameter
tuning. In contrast, K-Means produced more compact and interpretable clusters (DBI = 0.25, Silhouette
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Score = 0.48), enabling the establishment of a clear five-tiered risk hierarchy to support resource allocation
and strategic decision-making. The main contribution lies in demonstrating that a hybrid approach inte-
grating DBSCAN’s anomaly detection with K-Means’ structured stratification offers a more comprehensive
solution for institutional governance auditing. This dual framework strengthens risk monitoring and enhances
decision accountability. Limitations include DBSCAN’s parameter sensitivity and dataset scope, which future
research should address by employing larger datasets, ensemble clustering, and Explainable AI to improve
interpretability and reproducibility.
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